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New Jerusalem Elementary School District (NJESD) Admin rights agreement

1. This Privileged Access Agreement is entered into by and between NJESD and _____________ as of __________________. The purpose of this agreement is to define the terms and conditions under which the Administrator is granted privileged access to the District’s systems, data, and network infrastructure.
2. Privileged access is defined as any access level that enables the Administrator to take actions that may affect computing systems, network communication, or the accounts, files, and data of other users. This includes, but is not limited to:
a. Domain administrator access
b. System administrator or ‘super-user’ rights
c. Permissions to manage user accounts and groups
d. Access to sensitive student, employee, or financial data
3. By signing this Agreement, the Administrator agrees to the following:
a. Security and confidentiality: Maintain the confidentiality and security of all District data, 
b. Best practices: Adhere to established IT security best practices and specific procedures or guidelines implemented by the District. The Administrator will also protect their own password and account information.
c. Ethical use: Use privileged access solely for official school business and in a manner that is ethical and compliant with all District policies.
d. No unauthorized access: Not intentionally seek, obtain, or modify files or data of other users for personal or unauthorized reasons.
4. District rights and policies
a. Monitoring: The Administrator understands and agrees that there is no expectation of privacy regarding their use of District systems. The District reserves the right to monitor and record all use of District technology at any time without prior notice.
b. Data ownership: All data and communications created, stored, or transmitted on the District’s network—including emails and user files—are the property of the District.
c. Policy enforcement: The District reserves the right to suspend or revoke the Administrator’s access at any time for violation of this Agreement or any other District policy.
d. Disciplinary action: Unauthorized access, misuse, or disclosure of information may result in disciplinary action, up to and including termination of employment and criminal or civil penalties under federal and state law.
5. Compliance
a. FERPA and COPPA: The Administrator must comply with all required FERPA and COPPA plus all applicable federal, state, and local laws and regulations, including copyright laws.
6. Acknowledgement and signature.
a. By signing below, the Administrator acknowledges that they have read, understand, and agree to abide by the terms of this Agreement. The Agreement will remain in effect for the duration of their employment.

Administrators Name:____________________________________________

Administrators Signature__________________________________________Date:____________________

District Representative’s Name:____________________________________

District Representative’s Signature:__________________________________Date:____________________
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